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IBM Quantum

Our mission

Bring useful quantum
computing to the world



IBM Quantum

Our mission

Make the world
gquantum sare




Understanding the Quantum Threat IBM Quantum

Exponential speedup for some algorithms

A quantum
computer can solve
certain problems
much

Shor’s algorithm will
crack our asymmetric
form of cryptography

IBM Quantum © 2023 IBM Corporation
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Problem: find
prime factors

= Public Key Encryption = RSA
= Digital Signatures = DSA
= Key Exchange Algorithms = ECC

Expected
computation time

Most powerful
computer today

Shor’s Quantum

Algorithm
= ECDSA
= DH



Quantum Threats
summary

« The impact is in the future, but the
problem is NOW

« We need new cryptography

« We need to transition to new
cryptography

© 2021 IBM Corporation
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Launching the era of quantum safe

2016 2019 2020

Submission to NIST

Lattice-based cryptography
Code-based cryptography
Isogeny-based cryptography

IBM Infrastructure

Quantum-safe
tape announcement

2021

IBM open source
announcement: OQS

2022
®

NIST algorithm

announcement

N

N

N

- SPHINCS+
IBM Cloud IBM z16
Availability of First quantum-
guantum-safe safe platform
algorithms and
communication

2023

2024
®

NIST
quantum-safe
standards
published

GSMA, IBM and
Vodafone establish
Post-Quantum Telco
Network Taskforce

IBM Quantum Safe

Technology and
roadmap announced



IBM technology helping clients throughout their
journey to quantum safe

Technology with expertise
powering client engagements

IBM Quantum Safe Explorer —

L discover your cryptography

Scan source code and object code for
cryptography usage and generate
cryptography bill of materials (CBOM

IBM Quantum Safe Advisor —

L observe your cryptography
Analyze cryptography posture of
compliance and vulnerabilities,
prioritize remediation actions

IBM Quantum Safe Remediator -
L transform your cryptography
Apply remediation patterns for
implementation of crypto-agility

Explorer
L Discover

Remediator
L Transform

~_

Advisor
L Observe



The time to start
IS NOW

IBM Quantum

Understand the
guantum risks

Identify
cryptography and
prioritize actions

Begin transformation
following a quantum
safe roadmap



IBM Quantum

Let’s get you quantum safe



